INTRODUCTION
The modus operandi in addressing human error in aviation systems is predominantly that of technological "fixes." Such "fixes," or interventions, exhibit considerable variability. Some address human error directly while others do so only indirectly. Some attempt to eliminate the occurrence of errors altogether whereas others look to reduce the negative consequences of these errors. In any case, technological interventions add to the complexity of the systems and may interact with other system components in unforeseeable ways. Consequently, there is a need to develop standards for evaluating the potential safety benefit of each of these intervention products so that resources can be effectively invested to produce the biggest benefit to flight safety as well as to mitigate any adverse ramifications. The purpose of this project was to help define the relationship between human error and technological interventions, with the ultimate goal of developing a set of standards for evaluating or measuring the potential benefits of new human error "fixes."
It must be acknowledged and understood, however, how difficult such an endeavor is, given the wide variety of technologies and equally varied circumstances for their use, as well as the abundance of human factors data that currently exists in the literature. Therefore, we approached the problem by developing a framework for summarizing the overabundance of data in a manner that best addresses two specific types of questions that users might have: (1) given a new technology is to be implemented, which specific types or classes of human error will most likely be affected, and (2) given that a certain type or class of human error has been identified as a major safety problem (e.g., decision errors), what kinds of technologies will most likely help in alleviating the problem?
Obviously, each question has a different emphasis and each serves a different function. Therefore, the human error data will need to be organized in a manner that allows both types of questions to be answered. In essence, the human error classes will need to be mapped onto the different classes of technology and vice versa. However, the difficulties associated with a simple matrix are considerable for several reasons. First, there is no general consensus in the literature about the terminology used to categorize and classify errors (Senders & Moray 1991) . Several different taxonomies of human error exist with varying degrees of overlap. Furthermore, there is currently no generally agreed-upon framework for classifying different technologies or intervention strategies (Wiegmann & Shappell, 1997) . Thus, interconnecting human error classes with intervention technologies in a manner that is both meaningful and useful is indeed challenging (Reason, 1990) .
METHOD
Our work progressed through three distinct phases. First, a conceptual framework for the database had to be created. Second, applicable taxonomies for each dimension of the framework had to be identified. Finally, a usable prototype database had to be constructed for further testing and evaluation. Each of these phases is described in detail next.
A Conceptual Framework
As human error is central to our approach, and human error can be understood as synonymous to human performance (i.e., poor performance or failure to perform), a human performance model is a necessary starting point for the framework mapping errors and technologies. Human performance, however, seldom happens in isolation, but is affected by a myriad of factors. These factors must necessarily be considered in the framework. Also, to successfully map human errors to various technologies and vice versa, it is obvious that a set of commonalities between each must be identified. An element common to both humans and technologies is the task. Humans use technology as tools to accomplish certain tasks, or technologies may require humans to perform tasks on them (e.g., maintenance). Hence, a system approach is deemed as the only reasonable and useful way of linking human errors with technologies.
There are several qualitative models of human performance that are generalizable to all performance situations and that can serve as a foundation for a framework of a human error-technology taxonomy. The SHEL model (Edwards, 1988 ) described a system consisting of four elements: software, hardware, environment, and liveware (i.e., the human). Several human performance models use this conception as well (e.g., Bailey, 1982) .
It is clear that human performance models must contain at least three critical elements: The human operator, his or her task, and the environment or context in which the task is performed. There are also several task taxonomies that entail all or parts of these elements, for example Gawron, Drury, Czaja, and Wilkins' (1989) human's taxonomy, which had three major branches: Environment, subject, and task. Although the majority of these factors remain unknown at worst and poorly understood at best, and although the number of variables and their potential interactions can be bewildering, the systems approach we have adopted offers some startling benefits in linking such disparate realms as human performance and technological innovations.
Given the multidimensional nature of the problem, the framework adopted for this proposition is five-dimensional. It consists of a three-dimensional matrix with axes for the human operator, for the task, and for the environment. Because human errors can be mapped to all of these dimensions, albeit not uniquely, this fourth dimension of the problem can thus be placed within the "molecules" (i.e., three-dimensional cells) in the matrix. Furthermore, technologies can be mapped to tasks and environments as well as to human characteristics (e.g., visual displays, auditory alarms) and placed within the aforementioned framework. Hence, human errors and technologies will co-habit molecules in the matrix, linking them together.
Selection of Taxonomies
We selected the Human Factors Analysis and Classification System (HFACS) as the error taxonomy, based on its use by NASA and previous reviews of the human-error literature (Shappell & Wiegmann, 2001) . HFACS is based on Reason's (1990) model of latent and active failures. The framework addresses the errors committed by operators as well as the preconditions and organizational factors that contributed to such errors.
Of the task-descriptive taxonomies reviewed, we chose the Berliner, Angell, and Shearer's (1964) as the base taxonomy for the task axis. This taxonomy classified tasks according to human information processing characteristics (e.g., perception, problem-solving, and decision-making) and descriptive verbs (e.g., detects, inspects, interpolates, etc.). Hence, this taxonomy is also compatible with the taxonomy on the human axis.
The taxonomy selected for the human axis is based on the human information processing framework, which in turn is based on number of similar models proposed by different investigators (e.g., Broadbent, 1958; Smith, 1968; Sternberg, 1969; Welford, 1976) . The framework chosen for our initial application is a composite of these (Wickens, 1984) and depicts human information processing in the form of sequential stages. Stimuli must be sensed in the first stage and perceived in the second. The third stage involves higher cognitive processes, such as decision-making, problemsolving, and response selection, and the fourth stage action execution. There are three other components in the model that interact with these stages: attentional resources, and workingand long-term memory. Finally, a feedback loop closes the system.
A special subclass of the human factors taxonomies reviewed is taxonomies of environmental factors. Human performance never occurs in isolation and therefore taxonomy of human factors cannot be complete without attention to the environment. Chambers' (1969) provided a detailed and comprehensive example of the environmental variables of consideration. We expanded this taxonomy with another major subclass, that of task environment.
Finally, a technology axis was generated using the list of 48 technologies provided by NASA's AvSP. NASA initially classified the technologies into seven broad categories. These categories are accident mitigation, aviation system modeling and monitoring system, single aircraft accident prevention, synthetic vision systems, system-wide accident prevention, weather accident prevention, and aircraft icing. However, additional research to develop methods for classifying these technology interventions to groups based on their theoretical impact is ongoing.
Our review of the taxonomic literature is by no means comprehensive, as it can be safely concluded that there exists as many taxonomies as there are purposes, and many widely used taxonomies are not necessarily published. This review, however, allowed for a general overview of the classification science and the many attempts to bring the diverse of humanmachine interactions within a manageable framework. The review also revealed several shortcomings of the taxonomic approach, as far as our objectives are concerned, starting from appropriate evaluation of the available systems.
Database Design
We opted to create the prototype database as a "weblication" (see Wroblewski & Rantanen, 2001) , anticipating future development work that would be conducted in a widely distributed manner. Several practical questions had to be addressed and problems solved to arrive at a functional and usable database. The key decisions will be described next.
Database software. MySQL was chosen as a back-end system for several reasons: It is an efficient, full-scale relational database management system, and it is both free and open source and can be used with most platforms. Because this project is web based, we decided to write Perl CGI scripts for the front-end. This is a common combination that will work on most systems and will be easy to move or enhance in the future.
Database structure. The database structure consists of tables to hold articles, tables to hold taxonomy (including description as well as keywords), and tables that match articles to keywords. The structure is depicted in Figure 1 . Interface design issues. Efforts to design an interface to an information base can generally be divided into two parts. The first might be termed "interface design," which describes what the user will encounter. This includes the flow of forms and printouts, the number of buttons, labels and the type of choices at each juncture. The second part concerns turning this design into reality. This includes decisions about the software for producing the forms, retrieving data from and sending information to the database and, in a web environment, how to store information about the user's query during a session. This part might be called "interface application." Specific to the latter situation are questions about how to give the user access to the organization of the information. In this case the articles are being fitted into a taxonomic structure, which presents its own set of problems that are addressed in the next section. However, given the desired functionality of the database, two separate interfaces were necessary: one to permit traditional searches of the database, and another to allow uploading of materials and building of the database in a widely distributed fashion.
Search interface. The project is centered on the process of indexing journal articles by fitting them into a taxonomic hierarchy. This taxonomy has been described as a fivedimensional information space. However it might also be viewed as a tree-like structure. The problem of how to give the user access to the articles in this tree is both technical as well as social. The taxonomy is difficult to show all at once and the larger it gets, the more difficult it will be. Not only is this difficult to represent on a computer screen, it could overwhelm the user with too many choices. Furthermore, the user should not have to click through many screens before retrieving results. For this reason, we chose as a guiding principal to have the user start with a simple query and then give him or her the ability to make it more complex as desired. Initially the user can choose up to five search terms and retrieve results. From the results page, changes can be made to the search terms, either widening the net or tightening it, each time displaying the total number of hits and the titles. To start with, we concentrated on giving the user access to the information only through the taxonomy.
Upload interface. Because the database has been designed to be continually evolving and continuously updated with contributions from distributed sources, a separate interface for uploading of the new material was also necessary. This interface is similar to the search interface in that it, too, will have five drop-down menus, representing the five principal axes of the database, under which the initial keywords are grouped. A contributor, wishing to add an article to the database, will choose from these keywords ones that best describe the article. Any number of keywords can be chosen from any number of axes. An axis can also be left without a keyword if the article does not include topics or make claims that can be associated with an axis (e.g., no reference is made to any particular error).
Web access. It is clear that a database of this type will ultimately serve a geographically dispersed group of users and will have to be online to be effective. For this reason, we decided that the prototype should also be made available online. By creating a web-accessible prototype, various design and technical issues such as the ones outlined in this document can be identified. Furthermore, by having the prototype database centrally accessible, we can seek assistance from others in the field during the taxonomy-building phase. Perl was the programming language of choice for the web application scripts, primarily because it is freely available and ubiquitous. Perl also has well-developed libraries and drivers that allow connection to the MySQL database. However, on retrospect, perhaps an embedded scripting language such as PHP might have also been a good choice. This might have allowed both a programmer and web designers to work more closely together to create the interface.
Query development. In a taxonomy, if a keyword has "children" that belong to it, any characteristics of that keyword would also be inherited by its "children". By design, any query for a keyword should also retrieve all items below it in the hierarchy. To achieve this, each keyword in the taxonomy is assigned an integer value. For the purposes of querying, it is useful to be able to express a search term or keyword along with its place in the taxonomy in one string of characters. To do this, we used a series of integers separated by a symbol. The first number represents the axis; the next represents its position in the next level and so on. In this case we used a colon to concatenate the values together. In order to retrieve the articles that match a certain keyword, a similar string of numbers and symbols is used to query matching articles. When building the query the fields are concatenated using the same symbol. Finally, in order to get all the "children" below the node a string comparison function is used along with simple pattern matching. In the relational database model, building the sort of queries we need to retrieve multiple record sets from one table is typically done using subqueries. However, MySQL does not yet support subqueries. In order to work around this issue, we used an alias for the table for each subset we need. 
RESULTS
The result of these efforts is a prototype database that attempts to link the NASA AvSP key technologies to human error classes via a database of relevant human factors research. Initially, we have used combinations of existing human, task, and environmental taxonomies for the three axis of the matrix. These taxonomies must remain dynamic, however, with new classes, subclasses, and sub-subclasses added or deleted according to the known technologies, their applications, and human error types that are entered into the framework. Hence, our approach will also serve as a vehicle for taxonomic development in all three areas pertaining to human performance and its validation will be a continuous process in lieu of a one-time effort. This framework will also direct further work deemed essential for the comprehensive solution to the problem.
A commercial Internet provider hosted the prototype database during the initial development. It was moved to www.humanfactors.uiuc.edu for a permanent home and to allow for further development and maintenance of the database.
A number of contributors have been provided a password to access the upload interface and to add to the database. To facilitate both the growth of the database and taxonomic development, the initial keyword lists contain a field labeled "other" at each taxonomic level for contributor-submitted keywords. Essentially, this means that only the top-level 5-axis structure is fixed and any new material can be added to the database by creating new keywords that best describe the material. Such contributor-submitted keywords also become immediately part of the database search structure, allowing subsequent users to access and choose these keywords while performing searches.
Due to the open nature of the web environment and distributed approach to the database development, some mechanism is necessary for keeping track of user information while he or she moves through the site. We have implemented server-side sessions to keep track the user's editing privileges and most recent query terms. We have also implemented a layered permission system for users with five levels of permission: (1) read only-search database. (2) all of above + add articles, choose from existing keywords (3) all of above + add keywords entries to taxonomy, (4) all of above + modify/delete articles entries, and (5) all of above + modify/delete keyword entries in taxonomy.
DISCUSSION
Proper classification of technologies is of critical importance to the outputs of our proposed framework and the prototype database, that is, accurate and comprehensive linking of technologies with human error. However, this task can be successfully completed only by conducting thorough task analysis of every technology in every application and in every environment and by all potential users. Unfortunately, there exists very few published task analyses, even for existing technologies. Although this lack of obligatory data for our framework can be seen as a drawback of the approach we adopted, it is clear that detailed scrutiny of the entries in the framework (i.e., technologies) is imperative if any useful information is to be gained. Consequently, a broad, general approach in the domain of human-machine interaction where innumerable variables and their interactions exist simply will not be justifiable. Hence, the progress that is achievable in further development of the framework and its usability are inextricably linked to the availability of task analyses associated with various technologies. On the other hand, it is conceivable that the proposed framework will become a useful and usable database that effectively reduces parallel and overlapping research efforts.
The scope of the task of providing a comprehensive mapping between technologies and human error is only beginning to emerge as the prototype database was developed. However, we strongly feel that careful attention to the creation of a robust conceptual framework is essential for success of future research, which must proceed with deliberate and systematical manner as well. Two main thrusts for further work can be identified. First, to build upon the conceptual framework presented in this paper, literature search must be extended to selected domains and all available research reviewed. Second, the framework must be "filled" with case studies, which will serve as evaluation tools as well as set an example for the complete structure.
Task analysis is an essential component of our model. Unless a thorough task analysis is conducted for each example of technology, we will not know who are the users, how the user(s) will use the technology, and how the users' performance will be affected by the technology. The method used to answer these questions is task analysis. Several techniques for task analysis exist and task analysis is an essential part of any system development.
The proposed framework will allow for a directed literature search and review of both empirical and theoretical research that will help in establishing the direction of the impact of a given technology and its application on human error (i.e., a cause of an error or a remedy for an error) as well as the particular mechanisms of such relationships. We anticipate, however, that our database will consist of mostly "empty space," that is, that there will be several uncharted areas of human interaction with technologies.
During the database-building phase, initial query choices draw from existing keywords. Presumably, after a certain amount of time, the taxonomy will be rebuilt based on usersubmitted keywords. This is important for two reasons. One of the goals of this project was to develop complete taxonomies for areas in this field. Another is to determine what research is being done or not being done within in these areas. Hence, the taxonomy should reflect all possible keywords, not just what has already been studied. Although not technically difficult, it is important that after the building phase is over the query choices should come from the taxonomy structure tables instead of existing article/keyword table.
A number of enhancements to the usability of the database can already be identified. We would like to provide context-sensitive help, the ability to download bibliographic entries or lists in a variety of formats (e.g., xml, bibTeX and plain text), and add thesaurus functionality to it. The latter, in addition to being an added benefit to searching the database, could be a useful recourse on its own for normalizing some of the vocabulary in the field of study.
